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H1 2026 Update: Top Fraud Trends

The Impersonation
Epidemic Drives
Costly Fraud Attacks

More than a quarter of consumers
claimed they lost money to digital fraud
in the last year. Explore what's behind
the losses based on proprietary insights
from TransUnion's global intelligence
network and a consumer survey in 18
countries and regions globally.
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*The rate shown is the percentage of each attempted transaction type suspected to be digital fraud
Source: TransUnion global intelligence network

Fraudsters Target e
Industries That Use

Lower Levels of
Identity Proofing

Suspected digital fraud attempts
across industries worldwide.
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(online dating, forums, etc.) (online sports betting, poker, etc.)

H1 2025 H12025 H1 2025

o 1o 7 /-
1 2 ° 8 /O 8 ° /O ° /O
Top digital fraud type: Top digital fraud type: Top digital fraud type:
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Top digital fraud type: Top digital fraud type: Top digital fraud type:
Credit card fraud Shipping fraud Suspected ghost broker
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Top digital fraud type:
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Source: TransUnion global intelligence network

Identity Exposing
Scams Dominate

Consumer-Reported
Fraud

Percentage of consumers who ® Targeted and fell victim
. . @ Targeted but didn't fall victim
said fraudsters targeted them with Not targeted

Most reported fraud scheme

email, online, phone call or text
messaging fraud attempts from
August to December 2025, and the
most frequent scheme by which
they reported being attacked.”
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PHILIPPINES NAMIBIA SOUTH AFRICA INDIA CANADA
Phishing Vishing Third-party seller Phishing Phishing
scams on legitimate
ecommerce sites
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Stolen credit card or Vishing Vishing Stolen credit card or Phishing
fraudulent charges fraudulent charges Stolen credit card or

fraudulent charges

Source: TransUnion consumer survey

Above Median Fraud
Losses Driven by
Identity-Compromising
Attacks

Median reported fraud loss (in USD) . e
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*USD conversion based on currency exchange value on Dec. 29, 2025
Source: TransUnion consumer survey

How to Apply These Insights

Benchmark your environment against
global, regional and industry trends, identify
vulnerabilities across the consumer
lifecycle, assess your fraud stack’'s maturity
in detecting evolving fraud attacks, align
internal stakeholders around shared risks
and consumer expectations, and inform
fraud detection investment decisions.

For more insights, download our latest
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https://www.transunion.com/report/top-fraud-trends

